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Abstract—We consider transmission of confidential data over
multiple-input single-output multiple-eavesdropper (MISOME)
Rayleigh-fading wiretap channels. The transmitter has access
to full channel state information (CSI) of a legitimate link but
only partial CSI of an eavesdropper link in forms of the average
received signal-to-noise power ratio (SNR). In this location-aware
scenario, we develop the optimal power allocation strategy that
maximizes the secrecy rate achievable by beamforming. The
optimal power control is regulated in an on-off fashion with
the threshold depending only on the numbers of antennas and
the average SNRs. By rescuing the vanishing high-SNR degree
of freedom for secure communication from this optimal on-off
beamforming with the artificial noise scheme, we further derive
the achievable ergodic secrecy rate of MISOME wiretap channels
in closed form.
Index Terms—Achievable secrecy rate, artificial noise, MISOME, power allocation, Rayleigh fading, wiretap channel.

I. I NTRODUCTION

S

HANNON laid the early foundations for informationtheoretic security [1]—followed by Wyner [2]. Due to the
inherent broadcast nature of the medium, wireless communication is susceptible to eavesdropping. Therefore, physicallayer security for wireless networks has recently received a
great deal of interest and the treatment of Wyner’s degraded
discrete memoryless wiretap channel has been generalized and
underpinned for characterizing the secrecy capacity of wireless
channels (see, e.g., [3]–[6] and references therein).
In this letter, we consider transmission of confidential data
over a multiple-input single-output Rayleigh-fading channel
in the presence of a multiple-antenna eavesdropper—referred
to as a multiple-input single-output multiple-eavesdropper
(MISOME) wiretap channel [3]. In particular, the transmitter
is assumed to have access to full channel state information
(CSI) of a main legitimate channel but only partial statistical
CSI of an eavesdropper channel. We show that the on-off
power allocation is the optimal policy that maximizes the
perfect secrecy rate achieved by beamforming in the direction
of the legitimate channel. In [7], there is no power allocation
across different fading states but only the power allocation
among information-bearing signals and artificial noise. In
contrast, we first treat the power allocation across different
fading states without using artificial noise. We then derive the
ergodic MISOME secrecy rate attained by this optimal on-off
signaling in closed form. Due to a single degree of freedom for
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communication with (on-off) beamforming in the high signalto-noise power ratio (SNR) regime for both the legitimate
and eavesdropper channels, the degree of freedom for perfect
secrecy transmission vanishes at high SNR. When the number
of transmit antennas is larger than the eavesdropper antenna
number, we can recover the high-SNR degree of freedom for
secure communication by transmitting artificial noise in the
null space of the legitimate channel [7].
II. P ROBLEM F ORMULATION
We consider a MISOME wiretap channel where an 𝑛t antenna transmitter sends confidential messages to a legitimate
single-antenna receiver in the presence of an 𝑛e -antenna eavesdropper. The received signals at the receiver and eavesdropper
are given respectively by
√
(1)
yr = snrr /𝑛t h rx + zr
√
y e = snre /𝑛t H e x + z e
(2)
where x ∈ C𝑛t is the transmitted signal with the covariance
matrix Σ ∈ C𝑛t ×𝑛t satisfying the power constraint tr (Σ) ≤
˜1,𝑛t and H e ∼ 𝒩
˜𝑛e ,𝑛t are ergodic Rayleigh1; h r ∼ 𝒩
fading channel gains from the transmitter to the receiver and
˜1,1 and ze ∼ 𝒩˜𝑛e ,1 are
eavesdropper, respectively; zr ∼ 𝒩
additive white Gaussian noises; and snrr and snre are the
average received SNRs per antenna at the legitimate receiver
and eavesdropper, respectively.1 We use the convenient normalizations 𝛾r = snrr /𝑛t and 𝛾e = snre /𝑛t .
With perfect CSI at the receiver, the instantaneous perfect
secrecy capacity in nat/s/Hz of MISOME wiretap channels is
given by [3], [4]
⎡
⎤
†
1 + 𝛾rh r Σhh r
)⎦
(
Cs = max ln ⎣
(3)
†
Σર0
H
det
I
+
𝛾
H
ΣH
e
e
e
tr(Σ)≤1
where the superscript (⋅)† denotes conjugate transpose, I is
the identity matrix, and A ર 0 denotes that the matrix A is
positive semidefinite. To optimize the input covariance Σ for
secrecy capacity maximization in (3), the transmitter requires
full CSI for both the legitimate and eavesdropper channels,
which is infeasible in practice.2 To practicalize this problem,
we consider that the transmitter has full CSI only for the
legitimate channel and partial CSI snre for the eavesdropper
1 The notation C denotes the complex field, tr (⋅) is the trace operator, and
˜𝑚,𝑛 denotes that X is the 𝑚 × 𝑛 complex Gaussian matrix whose
X ∼𝒩
entries are independent and identically distributed, circularly symmetric, zeromean, unit-variance, complex Gaussian.
2 The maximization in (3) is obtained by beamforming in the direction of the
)−1 (
(
I+
eigenvector corresponding to the largest eigenvalue of I + 𝛾e H †e H e
† )
𝛾r h r h r [3, Theorem 2].
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channel with location awareness. For this amount of CSI at
the transmitter, we can achieve the following secrecy rate for
given h r using Gaussian codebooks:
⎧ ⎡
⎤⎫
⎬
⎨
†
h
h
Σh
1
+
𝛾
r
r
r
) ⎦ . (4)
(
Rs(b) = max EH e ln ⎣
Σર0
⎩
H† ⎭
det I + 𝛾 H ΣH
e

tr(Σ)≤1

e

e

Let 𝜆1 , 𝜆2 , . . . , 𝜆𝑛t be the eigenvalues of Σ and 𝜆max =
max𝑖 𝜆𝑖 . Then, it follows from the Rayleigh-Ritz theorem that
(
)
(
2)
ln 1 + 𝛾rh r Σhh †r ≤ ln 1 + 𝛾r 𝜆max ∥hh r ∥
(
2)
≤ ln 1 + 𝛾r tr (Σ) ∥hh r ∥ .
(5)
Let Λ = diag (𝜆1 , 𝜆2 , . . . , 𝜆𝑛t ) and h e,𝑖 , 𝑖 = 1, 2, . . . , 𝑛t ,
denote the 𝑖th column of H e . Then, we have
{
(
)}
H †e
EH e ln det I + 𝛾eH e ΣH
{
(
)}
(a)
= EH e ln det I + 𝛾eH e ΛH
H †e
𝑛t
{
(
)}
(b) ∑
𝜆𝑖
Eh e,𝑖 ln det I + 𝛾e tr (Σ) h e,𝑖h †e,𝑖
≥
tr (Σ)
𝑖=1
𝑛t
{ (
)}
(c) ∑
𝜆𝑖
=
h e,𝑖 ∥2
Eh e,𝑖 ln 1 + 𝛾e tr (Σ) ∥h
tr (Σ)
𝑖=1
(d)

= EW {ln (1 + 𝛾e tr (Σ) W )}

(6)

where W ∼ Erl (𝑛e , 1);3 the equality (a) follows from the
fact that the distribution of H e is unitary invariant; (b) follows
from the fact that log det (⋅) is concave in positive semidefinite
matrices and Jensen’s inequality; (c) follows from the fact that
det (I + AB) = det (I + BA); and (d) follows from the fact
2
that ∥hh e,𝑖 ∥ ∼ Erl (𝑛e , 1) for all 𝑖 = 1, 2, . . . , 𝑛t . Note that
the equality in (5) holds for beamforming in the direction of
h †r (i.e., rank-one Σ with a nonzero eigenvector h †r / ∥hh r ∥),
whereas the equality in (6) is obtained by beamforming in
any direction (i.e., any rank-one Σ). Hence, the achievable
(b)
rate Rs with perfect secrecy in (4) can be rewritten as
]
[ (
)
h r ∥2 − EW {ln (1 + 𝜆𝛾e W )} .
Rs(b) = max ln 1 + 𝜆𝛾r ∥h
0≤𝜆≤1



Rs (𝜆)

(7)

III. P OWER A LLOCATION AND S ECRECY R ATE
In this section, we develop the optimal power allocation that
maximizes the achievable secrecy rate in (7) and derive the
ergodic secrecy rate attained by this optimal power allocation.
A. Optimal Power Allocation
Theorem 1 (Optimal On-Off Signaling): Let
𝜆★ = arg max Rs (𝜆)
0≤𝜆≤1

(8)

be the optimal value of 𝜆 that maximizes the secrecy rate
Rs (𝜆) over 𝜆 ∈ [0, 1]. Then, the optimal 𝜆★ is the on-off
power allocation
{
2
1, if ∥hh r ∥ ≥ 𝜁
★
𝜆 =
(9)
0, otherwise
3 Erl (𝑛, 𝜆)

denotes the 𝑛th-order Erlang distribution with a hazard rate 𝜆.
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with the threshold
[
{
]
( )}
𝑛e
∑
1
1
1/𝛾e
𝜁=
𝐸𝑛
exp 𝑒
−1
(10)
𝛾r
𝛾e
𝑛=1
∫∞
where 𝐸𝑛 (𝑧) = 1 𝑒−𝑧𝑡 𝑡−𝑛 𝑑𝑡, 𝑛 = 0, 1, . . ., ℜ𝔢 {𝑧} > 0, is
the 𝑛th-order exponential integral function [8].
Proof: Since
[
(
)]
1
𝑑Rs (𝜆)
1
1
𝑒1/(𝜆𝛾e )
=−
−
𝐸𝑛e
,
𝑑𝜆
𝜆 1 + 𝜆𝛾r ∥hh r ∥2
𝜆𝛾e
𝜆𝛾e
we have that 𝑑Rs (𝜆) /𝑑𝜆 ≥ 0 if and only if
(
)
1
2
h
𝛾r ∥h r ∥ ≥ 𝛾e 𝑓
𝜆𝛾e

(11)

where 𝑓 (𝑡) ≜ 𝑒−𝑡 /𝐸𝑛e (𝑡) − 𝑡, 𝑡 ≥ 0. Note that 𝑑𝑓 (𝑡) /𝑑𝑡 ≥ 0
if and only if
𝑔 (𝑡) ≜

2𝑒−𝑡
√
− 𝐸𝑛e (𝑡) ≥ 0 (12)
2
𝑡+𝑛e −1+ (𝑡+𝑛e −1) + 4𝑡

and 𝑑𝑔 (𝑡) /𝑑𝑡 ≤ 0 if and only if
𝑡 + 𝑛e + 1
≤ 0.
1− √
2
(𝑡 + 𝑛e − 1) + 4𝑡

(13)

Since (13) holds for all 𝑡 ≥ 0 and lim𝑡→∞ 𝑔 (𝑡) = 0, the
function 𝑔 (𝑡) is nonnegative and monotonically decreasing
(m.d.) and the inequality (12) holds for all 𝑡 ≥ 0. Hence,
𝑓 (𝑡) is a monotonically increasing (m.i.) function for 𝑡 ≥ 0.
If there exists no solution for 𝑑Rs (𝜆) /𝑑𝜆 = 0, then since
𝑓 (𝑡) is m.i. for 𝑡 ≥ 0, 𝑑Rs (𝜆) /𝑑𝜆 > 0 leading to 𝜆★ = 1.
Suppose that 𝜆0 is the unique solution for 𝑑Rs (𝜆) /𝑑𝜆 = 0.
Then, since 𝑔 (𝑡) is m.i. for 𝑡 ≥ 0, Rs (𝜆) is m.d. as a function
of 𝜆 over [0, 𝜆0 ], whereas Rs (𝜆) is m.i. for 𝜆 ≥ 𝜆0 . Therefore,
the optimal value of 𝜆 that maximizes Rs (𝜆) over 𝜆 ∈ [0, 1]
must be only 𝜆★ = 1 or 𝜆★ = 0. Furthermore, since Rs (0) = 0
2
and Rs (𝜆) is increasing with ∥hh r ∥ , we have 𝜆★ = 1 if and
2
h r ∥ ≥ 𝜁, where 𝜁 is the threshold value of ∥hh r ∥2 for
only if ∥h
which Rs (1) = 0, i.e.,
𝛾r 𝜁 = exp [EW {ln (1 + 𝛾e W )}] − 1,

(14)

from which along with the help of [8, eqs. (44) and (46)], we
complete the proof.
Remark 1: The optimal power allocation for beamforming
to maximize
( the achievable
) secrecy rate is the on-off policy
𝜆★ ∼ Bern 1−𝐹∥hh r ∥2 (𝜁) where 𝐹∥hh r ∥2 (𝑥) is the distribution
2
of ∥hh r ∥ ∼ Erl (𝑛t , 1).4 Note that Theorem 1 generalizes the
on-off power control for a single-antenna wiretap channel in
[5] to the MISOME channel.
Remark 2: The on-off threshold 𝜁 decreases inversely with
𝛾r , whereas it grows with 𝑛e and asymptotically linearly with
.
𝛾e . As 𝛾e → ∞, we have 𝜁 = 𝛾e , which follows from the fact
.
.
1/𝑧 .
= 1, 𝐸1 (1/𝑧) = ln (𝑧), and 𝐸𝑘 (1/𝑧) = 1 for 𝑘 ≥ 2
that 𝑒
5
as 𝑧 → ∞. In particular, we get from (10) that
)
(
𝑛∑
e −1
1
(15)
𝜁inf(𝛼) ≜ 𝛾 ,𝛾lim
𝜁
= 𝛼 exp −𝛾 +
r e →∞
𝑛
𝑛=1
𝛾r /𝛾e →𝛼

4 Bern (𝑝)
5 The

denotes the Bernoulli distribution with mean 𝑝.
.
symbol = denotes asymptotically exponential equality.
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Fig. 1. Ergodic secrecy rate 𝑅s versus snrr when 𝑛t = 3 and snre = 𝛼 snrr .

where 𝛾 ≈ 0.5772156649 is the Euler-Mascheroni constant.
This asymptotic on-off threshold 𝜁inf(𝛼) increases with 𝛼 and
𝑛e , while not depending on 𝑛t .
B. Ergodic Secrecy Rate
Theorem 2: The ergodic secrecy rate (nats/s/Hz) of MISOME Rayleigh-fading wiretap channels achieved by beamforming with the on-off power allocation 𝜆★ is given by
(
)
𝑛t ∑
𝑛
∑
𝜁 𝑛t −𝑛
1
(b)
1/𝛾r
𝐸𝑘 𝜁 +
⟨Rs ⟩𝜁 = 𝑒
.
(16)
(𝑛t − 𝑛)!
𝛾r
𝑛=1
𝑘=1

Proof: It follows from (7), (14), and Theorem 1 that
&
{
} {
}
&
2
2
⟨Rs(b) ⟩𝜁 = E Rs (1) &∥hh r ∥ ≥ 𝜁 P ∥hh r ∥ ≥ 𝜁
)
∫ ∞ (
1 + 𝛾r 𝑥
ln
=
𝑑𝐹∥hh r ∥2 (𝑥)
1 + 𝛾r 𝜁
𝜁
[
)
𝑛t (
∑
𝑛t − 1 𝜁 𝑛t −𝑛
−𝜁
=𝑒
𝑛 − 1 (𝑛t − 1)!
𝑛=1
]
)
∫ ∞ (
𝛾r 𝑥
𝑛−1 −𝑥
ln 1 +
𝑒 𝑑𝑥 . (17)
×
𝑥
1 + 𝛾r 𝜁
0
By evaluating the integral in (17) again with the help of [8,
eqs. (44) and (46)], we arrive at the desired result (16).
(b)
Remark 3: It is also easy to show that 𝑑⟨Rs ⟩𝜁 /𝑑𝜁 ≤ 0
(b)
for fixed 𝛾r . Hence, ⟨Rs ⟩𝜁 decreases with 𝜁 (or equivalently
with 𝑛e and 𝛾e ). In particular, at 𝛾e = 0 (no eavesdropper),
we have 𝜁 = 0 and hence, (16) reduces exactly to [8, eq. (20)]
for the ergodic capacity without secrecy constraints.
Remark 4: The ergodic secrecy rate converges to a limiting
(b)
constant ⟨Rs ⟩inf(𝛼) in the asymptotic regime, where 𝛾r and

𝛾e tend to infinity with 𝛾e /𝛾r → 𝛼. This reveals that the degree
of freedom for perfect secrecy transmission vanishes due to
a single high-SNR degree of freedom for communication by
transmit beamforming in both the legitimate and eavesdropper
channels. However, we can rescue this high-SNR behavior of
the ergodic secrecy rate by exploiting artificial noise when
𝑛e < 𝑛t [7]. By transmitting the information-bearing signal
and the artificial noise in the direction and null space of the
legitimate channel, respectively, the artificial noise behaves as
interference only in the eavesdropper channel and hence removes the high-SNR communication degree for eavesdropping
with no effect on the legitimate link. Using the secrecy rate
(a)
⟨Rs ⟩ attained by the artificial noise scheme [7, eq. (13)] at
high SNR, we get the achievable ergodic secrecy rate as6
{
}
𝑅s = max ⟨Rs(b) ⟩𝜁 , ⟨Rs(a) ⟩ .
(18)
Example 1: Fig. 1 shows the achievable ergodic secrecy
rate 𝑅s as a function of snrr when 𝑛t = 3 and snre = 𝛼 snrr
for 𝛼 = 0 (no eavesdropper), 0.3 and 𝑛e = 1, 2, 3. We observe that the on-off beamforming recovers a positive ergodic
secrecy rate in the low-SNR regime, whilst the artificial noise
rescues the degree of freedom for secure communication at
high SNR for 𝑛e < 𝑛t . Let snr★r be the value of snrr at
(b)
(a)
which ⟨Rs ⟩𝜁 = ⟨Rs ⟩ (for example, 16.62 dB and 18.79 dB
for 𝑛e = 1 and 2 in Fig. 1). Then, the ergodic secrecy
rate 𝑅s is achieved by i) beamforming with on-off power
allocation in the SNR regime snrr ≤ snr★r ; and ii) adaptivepower beamforming for information and artificial nosing in
the regime snrr > snr★r .
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